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Chapter 5

Network Services

I. Introduction

A. Since the dramatic increase in “Web aware” applications, the need to rely on TCP/IP for connectivity has also increased. Thus, Microsoft enhanced the reliability of the three main TCP/IP tools. 

1. Dynamic Host Configuration Protocol

2. Windows Internet Naming Service

3. Domain Name System

B. Windows 2000 Server and TCP/IP

1. Windows 2000 Server has been built around TCP/IP, more so than Windows NT 4.0.

2. There is a reduced dependency on protocols like NetBEUI and NWLink.

3. Windows 2000 Server is also geared more towards operating in a dynamic environment with changing demands coming from mobile connections (laptops and other part-time clients).

4. TCP/IP is a complex but effective means of connectivity. Understanding the basics of TCP/IP can go a long way to comprehending the more in-depth topics, like routing, sub-netting and address allocation strategies.

II. Installing, Configuring, and Administering Dynamic Host Configuration Protocol

A. The Purpose of DHCP

1. Allows dynamic management of IP addresses on a TCP/IP network. 

a. IP addressing on a network, even a small one, can be a difficult and time-consuming task.

b. DHCP can simplify the process by automatically managing IP addresses as they are requested and released by clients on a network. 

2. Windows 2000 Server DHCP tools can greatly ease the IP addressing process by assigning the following to a requesting client:

a. IP address

b. Subnet mask

c. Gateway IP address

d. DNS Server(s) IP address

e. WINS Server(s) IP address

f. NetBIOS Name Server (NBNS)

3. DHCP is configured with pools of IP addresses, each called a scope. A scope is a range of IP addresses that are available to a requesting client. 

NOTE: Scopes on DHCP servers should never overlap, and a single DHCP server may provide scopes for multiple subnets.

4. DHCP scopes can also contain what is known as an exclusion range. This range is reserved for IP addresses that cannot be dynamic. Certain resources on the network can not, or should not, have a dynamic IP address. Examples of these are:

a. The DHCP server itself

b. A WINS server

c. A DNS server

d. A network printer

e. An Exchange Server

Although some of these resources could function properly on a network using a dynamic IP address, it is not considered a good practice. For example, if a network printer has an ever-changing IP address, after the new address assignment by DHCP, a client requesting a print job would have to rely either on broadcasting or a NetBIOS naming resource (WINS, Lmhosts, or NBNS) to resolve the new address. This could slow down the network considerably until all clients are aware of the new IP for the printer.

B. The DHCP Leasing Process

Clients on the network only “borrow” the IP address for a set period of time. This length of time is called a lease. The lease process is built around four events (DORA), illustrated in Figure 5-1 on page 209.

· Discover

· Offer 

· Request

· Acknowledge

DORA occurs when a client requires an IP address from a DHCP server.

1. Discover — A DHCP client begins the lease process with a DHCPDISCOVER message.

a. A minimal TCP/IP environment is loaded during the client’s boot up process. This allows only enough network awareness to contact the DHCP server and begin the lease process. 

b. Minimal DHCPDISCOVER messages are:

i. IP address of 0.0.0.0

ii. Subnet mask 255.255.255.255

iii. MAC address of client

iv. Computer name of client (for WINS registry)

v. List of client-supported DHCP options

vi. Message ID for further communication

2. Offer — Upon receipt of the DHCPDISCOVER broadcast, the offer is made. This offer contains the following:

i. The IP address and settings (gateway, DNS, etc.)

ii. DHCP server MAC address

iii. Length of lease

b. The offer is made using a broadcast back to the client in the form of a DHCPOFFER message.

True TCP/IP connectivity cannot occur until a client has received a valid IP address. The communication process during the Discover and Offer process is limited to broadcasts. Like shouting in a crowded room, this is not a very effective means of communication, unless you’re simply looking to gain someone’s attention and have them reply in similar fashion.

3. Request — The Discover and Offer process is followed by a request to the first responding DHCP server. This request is broadcast to all DHCP servers to notify them that they can stop offering IP addresses. This does not mean that any other DHCP servers on the network have not responded with an offer, simply that the first offer received is taken. 

a. The request is made using a DHCPREQUEST broadcast.

b. All offers being made from other DHCP servers are released, and the offered IP addresses are returned to their DHCP pools.

4. Acknowledge — When the DHCP server that made the offer receives the DHCPREQUEST message, it responds to the client with an acknowledgment broadcast. 

a. Once broadcast is accepted, Windows 2000 Server responds with a DHCPACK broadcast message.

b. The client then finishes its initialization process and becomes a full-fledged client with an IP address on the network.

5. Unsuccessful Attempts to complete the DORA process are identified by the server broadcasting a DHCPNACK message to the client. Many factors can contribute to this event, including:

a. An invalid IP address based on subnet restrictions

b. A client who is trying to lease an IP address that is no longer available, or is in use by another client

6. If the DHCPNACK Message is received by the client, the DORA process is repeated. 

7. Lease Renewal — To simplify the process of lease renewal, and to avoid the possibility of the client being without an IP address, renewal is required after 50% of the lease time has expired.

a. Automatic Lease Renewal

i. Conducted by a DHCPREQUEST broadcast from the client to the DHCP server three times on a 4, 8, and 16 second interval, until the original DHCP server is contacted and the DORA Process is completed.

ii. The lease is then renewed.

iii. If the original DHCP server is not available at the 50% mark, a DHCPREQUEST broadcast is sent to any DHCP server on the network when 87.5% of the original lease has expired.

iv. If the DHCPNACK message is received by the client, the DORA process is repeated to obtain a new IP. 

C. DHCP Server Configuration

A Windows 2000 Server that is to provide DHCP services must be configured with the following items:

· A static IP address, a subnet mask, a default gateway (if needed), and other necessary TCP/IP options.

· The installed DHCP service.

· A range (or pool) of IP addresses that can be leased to clients.

· Authorization with Active Directory services.

DHCP servers cannot also be DHCP clients.

1. DHCP Scopes

a. As mentioned previously, a scope is a range of IP addresses that are offered to requesting clients. A DHCP server can manage more than one scope and subnet.

b. Exclusion ranges are also specified when a scope is configured.

2. DHCP Scope Options

a. A number of options can be configured with each scope. These options are passed as settings to requesting clients. Examples of some of the more important options are:

i. Option 003 Router (Gateway)

ii. Option 006 (DNS server location)

iii. Option 015 (Client’s Domain Name)

iv. Option 044 (WINS/NBNS server location)

b. Refer to Table 5-1 on page 213 for a more in-depth explanation of these options.

D. DHCP Relay Agents

1. A DHCP relay agent is a Windows 2000 Server that is configured to relay DHCP DORA broadcasts across non-RFC 1542-compliant routers.

2. Refer to Figure 5-2 on page 214 for a depiction of a DHCP relay agent in action.

DHCP relay agents are not difficult to install, but can be difficult to truly test in a lab, where an expensive router would be required. Multihomed Windows 2000 Servers will allow BOOTP (DORA) broadcasts to be passed across them, as long as BOOTP forwarding is enabled. However, a non-compliant router will actually restrict the broadcasts being sent from one subnet to another. Also, ensure your students are aware that a DHCP relay agent is just a Windows 2000 Server computer configured to direct broadcasts across a non-compliant router to a specified DHCP server on the other side.

3. Installing and Configuring a DHCP Scope

a. Refer to Exercise 5-1, beginning on page 217, for an example of how to install and configure a DHCP Scope.

III. Installing, Configuring, and Administering Windows Internet Naming Service

WINS provides a means of dynamically tracking and resolving NetBIOS names to IP addresses.

It is still necessary to use WINS in a network environment that is not purely Windows 2000-based. Operating Systems like Windows 95/98 or NT heavily depend on NetBIOS to identify resources on a network, while Windows 2000 can do everything using DNS.

A. The WINS Name Resolution Process

· Registration

· Renewal

· Release

· Query

1. The WINS Registration Process

a. When a client receives its IP address from a DHCP server, or it is a static IP and it is booting up on the network, the WINS server is contacted.

b. The client’s name, services, and IP address are given to the WINS server for maintenance. 

c. The WINS server will give the client a TTL (Time To Live) before it is required to register it’s name again.

2. WINS Name Renewal

a. The Renewal process is similar to that of the DHCP process. 

b. When 50% of the TTL is expired, the client requests a renewal from the WINS server at ten-minute intervals for an hour. If one is not contacted, then the Secondary WINS server is contacted.

3. WINS Name Release

a. When a WINS client shuts down properly, it sends a name release request to the WINS server.

b. The request releases the name from the WINS server’s database, freeing the name up for use by another client.

4. The WINS Resolution/QueryProcess 

a. The client checks its local NetBIOS name cache to locate the computer’s name and address.

b. If it does not find the NetBIOS name in the local cache, the client sends a request to the WINS server, making three attempts to contact each WINS server in its configuration.

c. When a WINS server is contacted, it sends a positive or negative query response, depending on whether or not it finds the name in its WINS database.

d. If the client receives a negative query response from a server, or no response at all, it attempts to locate the computer by sending a network broadcast.

e. The client may then try to locate the remote computer by using the locally configured LMHOSTS or HOSTS files. These files are static, and must reside on the local computer.

B. WINS Servers

1. Improved WINS Features

a. Provides a distributed WINS database for registering and querying dynamic NetBIOS names on a routed network.

b. Persistent connections — Allows WINS servers to maintain constant connections with one or more replication partners, increasing the speed of replication by eliminating the overhead of opening and closing connections between the partners.

c. Manual tombstoning — Allows a record to be marked for deletion across all WINS servers, preventing undeleted copies of the record from being used or re-propagated back to the other servers.

d. Burst handling — Allows WINS servers to handle large numbers of NetBIOS registration requests, like those that might occur when systems are restarted after a power outage.

2. Static Mappings 

a. Manually entering a record for the system in the WINS database in order to resolve the NetBIOS name of a system that is not a WINS client. This is used to avoid editing of local LMHOSTS files for non-WINS client name resolution.

C. WINS Clients

1. WINS clients can run on:

a. Windows 2000

b. Windows NT 3.5 or later

c. Windows 98

d. Windows 95

e. Windows for Workgroups v3.11

f. MS-DOS with LAN Manager v2.2c

g. MS-DOS with Microsoft Network Client v3.0 with real-mode TCP/IP driver

2. WINS clients must have the IP address of at least one WINS server in its network configuration

D. WINS Proxies

1. A proxy agent is similar to a relay agent in that it listens for and redirects requests from non-WINS clients to a WINS server.

2. WINS proxies operate in two modes:

a. NetBIOS name registration

b. NetBIOS name resolution

3. You can configure a WINS client to be a WINS proxy by editing the client’s registry.

a. Set the EnableProxy key to 1.

E. Installing and Configuring WINS

1. Installing WINS

a. WINS is not a part of the standard Windows 2000 installation

b. Conduct Exercise 5-2 on page 229 to properly implement a WINS Server.

2. Managing WINS 

a. Managed through the WINS snap-in, with which you can:

i. View active WINS entries

ii. Supply static mappings

IV. Installing, Configuring, and Administering Domain Name System

DNS translates Internet names on an IP network

A. DNS Namespace 

DNS is structured in a hierarchical fashion.

1. Top-Level Domains

a. .com

b. .gov

c. .org

d. .net

e. .mil

f. .edu

2. Sub-domains (Second Level)

a. Microsoft.com

b. Nasa.org

c. Apple.com

3. Further Sub-domains

a. www.server1.microsoft.com

b. www.south.bellatlantic.net

B. Domain and Host Name Specifications

1. Guidelines:

a. Keep the number of sub-domains small.

b. Keep domain names unique.

c. Keep domain names short.

d. Use standard characters in domain names.

2. Zones of Authority

DNS Namespace can be divided into zones.

a. Zone division is dependent on the size of the domain itself, which should usually be 300 computers or fewer.

b. Zones usually are divided based upon geographical or functional lines.

3. Resource Records

Each DNS server has resource records that can be assigned, two of which are assigned automatically when the DNS server is created.

a. Start of Authority (SOA) records address the name server that is the authority for the zone

b. Name Server (NS) records identify the addresses of name servers for specific domains.

C. DNS Name Resolution Process.

Breaks down the DNS name structure into smaller categories that can be easily and logically searched

1. Forward Query

a. Resolves a name into an IP address. The requesting computer sends a request to the specified DNS server. It is either resolved by that DNS server, or the request is passed on to another DNS server until it is resolved to an IP address and passed back to the client.

b. The resolved IP address will be cached by the DNS servers in the chain. This will reduce bandwidth requirements when another request for that resolution is made.

2. Reverse Query 

a. Resolves an IP address into a name. Using a special domain called in-addr.arpa. This domain is based solely on IP addresses.

D. Windows 2000 DNS Server Roles

1. Primary DNS Server

a. Maintains the master copy of the DNS database for the zone.

b. Every zone requires at least one Primary DNS server.

c. Primary DNS servers can act as Secondary DNS servers for another zone.

2. Secondary DNS Server

a. Contains a read-only copy of the zone database.

b. Responds to requests from the Primary if it is overwhelmed.

c. Secondary servers can be placed in remote locations on the network and configured to respond to DNS queries from local computers, potentially reducing query traffic across longer network distances.

d. Multiple Secondary DNS servers can reside in a single zone.

3. Caching-only Server

a. Does not maintain a DNS database. 

b. Maintains a cache of resolved IP addresses in the zone. 

c. Reduces lag associated with IP resolution using DNS.

4. Integrating Windows 2000 DNS with Active Directory has the following benefits:

a. Fault tolerance — Multi-master replication eliminates the possibility of a single point of failure for zone updates.

b. Security — Access can be limited for zone and record updates, preventing any unwanted or insecure dynamic updates.

c. Ease of management — Since Active Directory handles zone replication, a separate zone transfer process does not have to be maintained.

d. Efficient replication of large zones — Active Directory replicates only relevant changes to the zone information, a quicker process than a full zone transfer.

E. DNS Clients

Can be configured in two ways:

1. Manually, using settings from the DNS tab of the Advanced TCP/IP Settings dialog box (see Figure 5-4 on page 237)

2. Through DHCP

a. The DHPC server must be set up to provide DNS information to the client.

b. The client must not have any DNS entries configured locally.

F. Installing and Managing DNS on Windows 2000

1. Installing DNS

a. Exercise 5-3 on page 238 shows how to install and configure DNS.

2. Managing DNS

a. You can test a DNS on Windows 2000 Server with two types of queries:

i. Simple query — This test performs a local query to the DNS server.

ii. Recursive query — This test performs a recursive query by forwarding a lookup request to another DNS server

5-1

