
CIS 2150 Chapter 6

Installing, Configuring, and Troubleshooting Access to Resources

I. Monitor, Configure, Troubleshoot, and Control Access to Files, Folders and Shared Folders

A. Windows provides a greater file system security model than in previous Microsoft operating Systems.

1. NT 4.0 contained several security features, but these have been greatly enhanced with Windows 2000.

2. The security features of Windows 2000 can only be applied from an NTFS partition. 

B. Local Security on Files and Folders

1. NTFS Folder Permissions

a. Table 6-1 on page 263 points out the proper NTFS folder permissions and their behaviors.

There are inherent differences between Local Level Permissions and Share Level Permissions. A significant number of exam questions pertain to the NTFS permissions and how they’re accessed.

2. NTFS File permissions

a. Table 6-2 on page 264 points out the proper NTFS file permissions and their behaviors.

3. Assigning NTFS Permissions

a. Permissions can be assigned to an individual or a group of individuals. Typically this is to restrict access to sensitive data. Permissions can also be used to prevent individuals from browsing where they shouldn’t on a network.

b. Permissions are also cumulative. This means that when a user is a member of two groups and each group has a different level of access, the member of both groups will receive the combination of both permissions. 

c. Permissions are assigned using the Security tab on the Properties window for the file or folder. 

d. Deny Permissions will override all other permissions no matter what the access. This is an important message to convey because it prevents all access to the resource for the individual or group.

It is imperative that you understand the importance of deliberately denying access to a folder or file on an NTFS partition. Access can be restricted easily enough by simply not applying any permissions to a resource at all. This will then create a “No access” condition for the user. This will not, however, preclude any other individual in the group from gaining access if they have been assigned permissions. Denying access using the Deny Permission is a deliberate and drastic means of restricting access, and has been the downfall of many a classroom lab.

4. NTFS Special Permissions allow an administrator the ability to extend the basic NTFS permissions. These are depicted in Figure 6-2 on page 266.

a. Change Permission is one level below Full Control.

b. Take Ownership Permission allows a user to change who the file or folder’s owner is. The owner is usually the creator of the resource.

c. Other Special Permissions can be seen in Table 6-3 on page 267.

5. NTFS Permissions can be inherited from the hierarchical folder structure on the partition.

a. Allowing permissions inheritance in the permissions check box permits all permissions to filter down to objects lower in the folder structure.

b. Preventing permissions inheritance blocks inheritance on the child object and its children.

6. Copying or Moving Files and Folders

a. Copying Files and Folders

i. When the file or folder is copied, it is created as a new file in the destination, and the user copying the file or folder becomes the owner of the newly created items.

ii. Copied files inherit the permissions previously established in the new location. 

iii. Table 6-4 on page 269 displays the property changes that occur when files or folders are copied.

b. Moving Files or Folders

i. When moving files and folders, the original objects will be deleted after they have been successfully created in the destination location. The user account moving the objects will become the owner of the objects in the new location.

ii. Moving files and folders on the same partition allows them to retain their current permissions.

iii. Moving files and folders to a different partition changes the permissions to match the new location.

iv. Table 6-5 on page 270 displays the property changes that occur when files or folders are moved.

C. Access to Files and Folders in a Shared Folder

1. Shared folder permissions

a. Shared folders provide an extra level of protection because they will prohibit access to an NTFS resource from across the network.

b. Table 6-6 on page 271 describes the permissions that apply to shared folders.

c. Share Permissions are cumulative, like local access permissions, with some differences.

i. Share Permissions are only applied when access is attempted from across a network.

ii. Share Permissions will provide a minimum of security for FAT16 or FAT32 volumes. 

iii. When both local NTFS and Share Permissions are applied, the more restrictive applies.

One of the more difficult concepts is the difference between NTFS local and share permissions. Perhaps the easiest way is to describe the share as a doorway that allows access from the network. If the doorway is restrictive (Having Read Permissions), then no matter what access is granted to the object inside the door (file or folder), the permission is going to be read only. If the doorway is not very restrictive (Full Control), then the permissions are the same as those on the file or folder itself. Thus, the more restrictive applies.

d. Copying or moving shared folders

i. When a Share folder is moved or copied, it is no longer shared.

e. Sharing folders in Active Directory

i. Refer to Exercise 6-1 on page 273.

D. Troubleshooting Access to Shared Folders

1. Refer to table 6-7 on page 280 for troubleshooting shared folders.

II. Distributed File System (Dfs) 

A. The Distributed File System (Dfs) allows system administrators to logically manage a collection of network resources and present those resources to the user community as a single, hierarchical structure.

1. Dfs is automatically installed with Windows 2000 Server.

2. Dfs cannot be removed or uninstalled.

3. Advantages of using Dfs:

a. Resource Administration — Dfs allows an administrator to reconfigure Dfs trees and resource settings on a network without any interruption. End users won’t see any changes to their network resource paths.

b. Drive Mappings — Assigning letters and mapping drives is all but eliminated by Dfs.

c. Fault Tolerance and Load Balancing — By allowing multiple servers for the same resource, dynamic load balancing can occur. This keeps the burdens of network demand from being placed on one lone server.

d. Network Permissions — Uses basic share level security for Dfs access; no additional security settings are required.

e. Integration with IIS — Dfs resources can be used by IIS as a simple way of providing virtual Web Directories.

B. Sharing folders using Dfs

1. Standalone 

a. Dfs information is stored in the registry of the server hosting the Dfs root. The Windows 2000 server hosting the Dfs root is not required to be a domain controller.

b. Stand-alone Dfs roots are limited to a single level of Dfs nodes.

c. Stand-alone Dfs roots are not fault-tolerant, as they are a single point of failure in the network. These roots have no replication or backup services.

2. Fault-tolerant 

a. Fault-tolerant Dfs roots exist in Active Directory and rely on multiple servers to respond to requests for Dfs resources.

b. Changes to a Dfs tree are automatically synchronized and published with Active Directory services, which ensures that a Dfs root structure can be recovered in the event of a catastrophic failure. 

c. Fault-tolerant Dfs roots must reside on an NTFS 5.0 disk partition and be hosted on a Windows 2000 domain controller.

3. Dfs Child Nodes

a. Appear as folders in a Dfs tree, but when opened, connect to that particular network resource.

4. Designing a Dfs shared folder system

a. Before designing your Dfs structure, users should be interviewed. Target frequently accessed resources in geographically diverse locations. The main idea is to make finding the information as easy as possible for the users. In small networks, a stand-alone Dfs server may suffice, but in larger enterprises, it is preferable to have fault-tolerant Dfs implementations. Fault-tolerant Dfs structures also provide the load balancing that is critical in large enterprises.

5. How clients access and use Dfs shared folders

a. Refer to Table 6-8 on page 286 for determining what Operating System is capable of behaving as a Dfs client. Notice pre-Win32 Operating Systems like Win3.11 cannot support Dfs. This is an important planning consideration.

b. Dfs roots can be served from Windows NT servers as well, but only as stand-alone.

6. Creating and publishing a Dfs root

a. Refer to Exercise 6-2 on page 287 for creating a Dfs root.

III. Windows 2000 Printing

A. Windows 2000 Printing Terminology

1. Print Device — The hardware that actually does the printing.

2. Print Server — A computer that manages printing on the network.

3. Print Driver — A software program used by Windows 2000 and other computer programs to connect with printers and plotters.

4. Printer — The software interface between the document and the print device. (Students are often confused by this.)

B. Network Printing Environment

1. Dedicated and Non-dedicated Servers

a. Dedicated Print Servers 

i. A dedicated print server is a Windows 2000 server whose only role is to provide printing services. The server does not provide directory space for users other than storage for spooled print jobs. This means that this machine can have no other function on the network than to provide printing services for clients. A dedicated print server should be used in networks that connect to many print devices or process a high volume of print jobs.

b. Non-dedicated Print Servers

i. A non-dedicated print server is a Windows 2000 server that hosts printing services in addition to other services. A domain controller, database server, or DNS server can provide printing services as well.

ii. Consideration must be given to the fact that print requests and queues can tie up a server’s resources, so when implementing a non-dedicated print server, remember to monitor the performance of the other services as well.

Remember the fact that resource conservation on a network is critical. This can mean the difference between successful network operations and a network that is too slow to be effective.

C. Network Printer Configurations

1. Local Printer

a. A print device that is directly attached, via a parallel or serial cable, to the computer that is providing the printing services.

2. Network Printer

a. A print device that has a built-in network interface or connects directly to a dedicated network interface.

b. Can be utilized by any client or server on the network with proper permissions.

3. Remote Local Printer

a. A print device connected directly to a print server but accessed by another print server, or by workstations.

4. Remote Network Printer

a. A network printer connected to a print server that is accessed by client workstations or other print servers.

b. This printer also has it’s own NIC and IP address. 

The need for exclusion ranges in DHCP pertains to things like network printers that may require static IP addresses.

D. Installing and Sharing Printers

1. Installing a local printer is done through the Add Printer Wizard. This process is virtually the same as on Win95/98 computers.

2. Installing a network printer can also be done through the Add Printer Wizard. Unfortunately, you cannot choose the network printer when installing a network printer on the print server.

a. TCP/IP printer ports are added as local printers in the Add Printer Wizard. You will, however, need to create a new port in the portion of the wizard where you would normally choose a hardware port. The type of port you create will be dependent on the manufacturer of the print device. Make sure to have the IP address of the printer available, as it is required for the installation.

b. LPR/LPD printer ports can be problematical to configure. If there are many different distributions of UNIX in your enterprise, it is wise to use an existing UNIX LPD server, and point your new printer to that server. If this is not practical, you will have to use the Add Printer Wizard, and once again choose the local printer radio button. Turn off Plug and Play detection, and create a new port for the LPR/LPD printer. Again, make sure to have the IP address available.

NOTE: When installing an LPD/LPR print device, make sure to disable bi-directional printing.

c. AppleTalk printing devices may be desirable in order to maintain a single print queue in a multi-platform environment. The AppleTalk protocol must be installed before it is possible to configure an AppleTalk print device. The procedure is similar to that of a TCP/IP printer. It is also desirable to capture the printer in order to prevent users on the AppleTalk network from printing directly to the print device and bypassing the print server.

3. Sharing printers

a. Refer to Exercise 6-3 on page 305, Installing and Sharing a TCP/IP Network Printer.

4. Publishing printers in Active Directory

a. Advertising printers in Active Directory makes it easier for clients to locate printers on the network. A few key points regarding printers and Active Directory:

b. Print servers must publish information for their own printers in Active Directory.

c. When printers are updated on the print server, the print server automatically updates the information in Active Directory and those changes propagate through the entire directory.

d. Printers are entered into Active Directory as printQueue objects.

e. By default, any printer shared by a print server is advertised in Active Directory.

f. The printQueue object is located in the print server’s computer object in Active Directory.

g. When a print server disappears from the network, its printers are removed from Active Directory.

5. How clients locate published printers

a. Add Printer Wizard allows clients to connect to network printers. This is the only time that the Network Printer radio button should be selected. The clients may choose among a variety of methods to locate the desired printer. 

b. Searching Active Directory will allow users to connect to the printer via the Add Printer Wizard or by doing an Active Directory search. The comments and location provided during installation will make it easier for users to locate a specific printer.

c. UNC names may be typed in directly when using Add Printer Wizard, or the user may go to a run dialog box and type the UNC name of the printer. If only the print server name is known, a dialog box will open, showing the client a list of available printers on the specified server.

d. Browsing the network through Add Printer Wizard or My Network Places will provide a list of available printers on the network

e. Using a Web browser, it is possible to type in the print server name and printername to make a connection. This is only effective if permissions have been granted and the server is running the IIS or PWS services.

E. Managing Printers and Print Services 

Based upon need, speed, and network demand, it is essential to understand how to properly manage network print resources.

1. Printer Permissions

a. Printer permissions are established through the Security tab in the printer’s Properties dialog box. Printer Permissions are displayed in Figure 6-14 on page 315 in the text.

2. Printer management

a. Printer Priorities range from 1 to 99. This allows the administrator to assign higher permissions to groups or individuals in an organization. Using this feature will allow documents that are time-sensitive to be placed at a higher level in the print queue.

b. Print devices which use the same driver may be pooled to allow load balancing of print jobs. This allows multiple print devices to be seen by the users as one printer. Printers which are pooled should be located in close physical proximity to make it easy for the user to locate their printed documents.

It is critical that you understand the priority levels and how they apply to groups or individuals on a network. The priorities are tricky, because a document with a priority of 1 is considered to have less priority than a document with a priority of 99. In addition, each printer may have only one priority setting, so it is necessary to install additional instances of the driver, each with a unique name, in order to establish multiple priority printing at a single print device.

3. Document management is possible using a variety of methods.

a. You can manage documents from the Windows 2000 print server by opening the printer object. This allows direct access to the print queue. Settings that may be manipulated include:

i. Print job priority

ii. Account to be notified upon completion

iii. Time restrictions on jobs

iv. Settings on the device being used

Queue manipulations include:

i. Pausing jobs

ii. Canceling jobs

iii. Resuming jobs

b. Managing documents with a Web browser allows remote management of the print queue from a Windows 2000 workstation or server. Access the server by pointing the browser to Http://<servername>/printers.

F. Troubleshooting Printer Problems

a. Verify that the print device is plugged in and getting power. Also, make sure that if there is a network connection, it is active.

2. Rule out issues with a specific document or program by printing from a different document or program.

3. Rule out problems with a specific user account by printing to the print device from a different user account.

4. Verify that the correct driver for the print device is loaded on the server and workstation.

5. Print a test page from the server to verify that the print server and print device can communicate.

6. Verify that the print spooler service is enabled and active.

7. Verify that there is enough disk space on the server for print jobs to spool.

8. If the print queue appears to be stuck, but the print device is working properly, stop and start the print spooler service.


