CIS 2150 Chapter 7 

Configuring and Troubleshooting Hardware Devices and Drivers

I. Configure Hardware Devices

A. Windows 2000 differs greatly from it’s predecessor due to it’s ability to recognize and install drivers for varying hardware configurations. The technology that permits this is called Plug and Play (also known as PnP).

1. PnP technology allows hardware to be automatically detected and have the proper driver installed.

2. Not too long ago all drivers had to be manually installed using the setup media that came with the device itself. With the advent of PnP, (Windows 95) devices could be detected by the motherboard, prompting identification of driver needs which were then sent to the operating system for installation.

a. Windows NT had a limited PnP capability, but not enough to be considered user-friendly.

b. Windows NT also had a sensitive Hardware Abstraction Layer (HAL) which protected the hardware from calling applications in order to protect from a crash by a poorly written application. 

c. Windows 2000 combines the protection of the HAL with the simplicity of Windows 95/98.

B. Minimizing Hardware Problems Before They Begin

1. Hardware Compatibility List (HCL) 

a. Microsoft provides an updated list of the Windows 2000 compatible hardware.  The HCL is available on the Microsoft web site at www.microsoft.com/hcl/default.asp .

b. A dated copy that was released with the Windows 2000 CD-ROM can be found in the Support Folder. The file is named HCL.TXT

c. It is also a good idea to check and see if the hardware installed is, in fact, Windows 2000 compatible.

Insider Information

Windows 2000 was not always called Windows 2000. The original name was Windows NT 5.0. Many hardware manufacturers created and marketed drivers for their products under the premise that Microsoft was going to name the OS NT 5.0. If there is a reference to NT 5.0 on a driver’s CD or floppy that came with your new hardware, more than likely it will be the Windows 2000 driver.

d. Installing the hardware is a simple process that can be done with instructions provided by the manufacturer. 

i. Drivers will be supplied for the device by the manufacturer. PnP or not.

ii. If drivers are lost, it is highly possible you can get copies of the latest drivers on the manufacturer’s web site at no cost to you. However, it is important to identify the manufacturer, model, chipset, version or any other identifying feature of your device. Drivers are very sensitive to updates in product type and version, and will not work from variation to variation. 

C. Plug-and-Play and Non-Plug-and-Play Installations

1. Most new PC motherboards utilize a technology called Advanced Configuration and Power Interface (ACPI). This recognizes any PnP devices already installed and automatically configures them with each reboot of Windows 2000. 

a. This process will work every time as long as the drivers are properly installed and available to Windows 2000. If they are missing or corrupt, Windows 2000 will point out theproblem and request that new drivers be installed.

2. Non-PnP devices and Windows 2000

a. Windows 2000 can make use of non-PnP devices as long as the device has compatible drivers.

i. Non-PnP devices are configured manually using the installation files that are provided by the manufacturer.

ii. Resources such as IRQ’s need to be assigned manually. Take care not to assign an IRQ that is already in use or a resource conflict will occur. 

D. Troubleshooting PnP Installations 

1. The most common problem in installing a Plug-and-Play device is a resource conflict. Examples are:

a. IRQ Number Assignments

b. Hardware Addresses

c. DMA channels

2. Using PnP with non-PnP Hardware is usually the cause of such conflicts.

3. Resource settings can be changed manually in the motherboard’s BIOS setup utility. 

a. Microsoft does not recommend this as the way to configure resource allocations. 

4. Microsoft’s suggested solution is to use only PnP hardware in order to reduce resource conflicts.

5. Adjusting Resource Assignments for a Non-Plug-and-Play Device.

a. Non-PnP devices can have their resource settings adjusted using the Resource Settings tab in the Device Properties dialog box.

b. Figure 7-1 on page 343 displays the Resource Settings tab of a selected device.

E. Using Hardware Profiles

1. A hardware profile is a set of instructions that tells your computer how to boot the system properly, based on the setup of your hardware. 

a. Hardware profiles are typically used with laptops.

i. Mobile and docked, for example.

b. The Hardware Profile dialog box manages these configuration changes.

c. Exercise 7-1 on page 344 illustrates how to create a hardware profile.

d. Configuration settings for hardware profiles are discussed under device driver disabling.

e. Hardware Profiles are presented at Windows 2000 startup.

II. Configure Driver Signing Options

A. With numerous hardware manufacturers in the world today, it is difficult for Microsoft to scrutinize every driver they use. Inadequate drivers led to Windows NT/Windows 95/98 failures and Microsoft received significant flack for creating a “flawed” operating system. To resolve this, Driver Signing was created.

1. Driver Signing (also known as code signing) is Microsoft’s way of ensuring that only the highest-quality drivers are used.

2. Driver developers can submit their drivers to the Windows Hardware Quality Lab (WHQL) for testing with Windows 2000 products.

3. Drivers that pass the WHQL testing are given a Microsoft digital signature certifying that the driver will not destabilize the user’s system.

B. Setting Driver-Signing Options

1. Windows 2000 gives you three ways to manage your certified drivers.

a. Ignore — installs the driver files whether they are digitally signed or not.

b. Warn — provides a message if you are about to install a driver that is not signed.

c. Block — prohibits the installation of any driver that is not digitally signed

2. Exercise 7-2 on page 348 will lead you through the Driver Signing options.

III. Updating Device Drivers

A. Often, hardware manufacturers will update drivers for their products, and will recommend that users update their current drivers with the latest versions. The Windows 2000 utility that supports this is called Device Manager.

B. Getting Familiar with Device Manager

1. The Device Manager is an MMC Snap-in included in the Computer Management console. It is used to graphically display hardware resource allocation, driver status and information, and whether or not the hardware is functioning properly.

2. Exercise 7-3 on page 350 explains how to open Device Manager.

3. The Device Manager displays all the devices installed on your computer in one of four views:

a. Devices by type

b. Devices by connection

c. Resources by type

d. Resources by connection

C. Getting Details about a Device Driver

1. Exercise 7-4 on page 352 shows how to determine properties for a device.

D. Device Driver Updating

1. A driver can be updated by clicking the Update Driver button, which is found on the Driver tab of the Property dialog for any given device. 

2. Figure 7-2 on page 353 shows the Driver tab for a CD-ROM drive.

3. Clicking the Update Driver button will execute the Upgrade Device Driver Wizard.

a. The Upgrade Device Driver Wizard will walk you through the process of finding and updating your drivers.

b. Conduct Exercise 7-5 on page 354 to demonstrate how to run the Upgrade Driver Wizard.

E. Removing a Device

1. You can remove devices by using one of these two tools:

a. Device Manager

b. Add/Remove Hardware Wizard

2. Exercise 7-6 on page 356 walks you through the Add/Remove Hardware Wizard.

F. Disabling a Device

1. Windows 2000 Server gives you the option to temporarily remove a device by disabling it while still keeping it attached to the system.

2. Disabling the device can be done in Device Manager very easily by selecting the Action Menu with the desired device highlighted. There will be a selection to Disable the device.

3. This is the process used when customizing hardware profiles.

IV. Troubleshooting Problems with Hardware

A. Identify Problem Devices

1. Windows 2000 provides two tools, both located in the Computer Management Console, to assist in identifying problems.

a. Device Manager — provides detailed information on resources and drivers and allows editing of the configuration.

b. System Information — gives a general overview only, no changes may be made to the system with this tool.

2. Devices that are not working properly or are conflicting with one another are marked with an exclamation point in a yellow circle.

B. Checking the Status of a Device

1. Devices can sometimes be problematic. Using Device Manager is the best way to determine which devices these are. It is also used to determine the status of a specified device in the system. 

2. Exercise 7-7 on page 361 shows you how to check the status of a specified device.

C. Troubleshooting a Device that is not Working Properly

1. Certain procedures exist in order to determine whether or not a device is working or not, they are:

a. Reinstalling the device driver

b. Restarting the computer

c. Updating the device driver

i. These first three methods will solve most device problems, assuming the device itself is not faulty.

d. Use the Windows 2000 Troubleshooter

e. The Windows 2000 Hardware Troubleshooter can help if other methods do not work. It provides tips on hardware troubleshooting as well as operating system issues.

f. To access the Windows 2000 Hardware Troubleshooter Wizard, go to the Properties dialog box of the device you want to troubleshoot and click the Troubleshooter button on the General tab.

