CIS 2150 Chapter 9 

Systems Recovery and Protection

I. Manage and optimize availability of system state and user data

A. Introduction

1. The Emergency Repair Disk (ERD)

a. In NT 4.0, this was the only available recovery system, and the startup mode VGA was the only way to recover from display related problems.  Administrators often depended on third party utilities to get access to the NTFS partition.

2. Recovery Console

a. An inclusion to the Windows 2000 family of operating systems.

b. Utility gives access to all NTFS volumes on the system and can also recreate disk partitions. 

3. Task scheduler, which is now available in graphical form in Windows 2000 Server.

B. Advanced Startup Options

1. Advanced startup options can be accessed by pressing F8 during the initial boot menu.

2. The following modes can be selected when F8 is pressed:

i. Safe Mode

ii. Safe Mode with networking

iii. Safe Mode with command prompt

iv. Enable boot logging

v. Enable VGA mode

vi. Last known good configuration

vii. Directory service restore mode

viii. Debugging mode

3. Safe Mode

a. The first three options give you the selection of safe modes.  Safe Mode by itself will allow Windows 2000 Server to boot up without complex device drivers.  The drawback is that Windows 2000 Server will not have necessary features like network support, video, sounds, modem or any other communication devices because those drivers will be disabled during startup.  Safe Mode gives the administrator troubleshooting Windows 2000 the ability to specifically remove drivers that have been deemed troublesome.  Windows 2000 Safe Mode also limits the amount of overhead that can cause significant slow downs when troubleshooting.  

4. Safe Mode with networking

a. This mode is similar to the basic Safe Mode except it allows the networking connections to stay intact.  This enables the Windows 2000 Server to continue its connection and communicate with other network resources as well as aid the administrator in troubleshooting.

5. Safe Mode with command prompt 

a. Starts the operating system in Safe Mode using basic files only.  The Windows 2000 command prompt is shown instead of the graphical user interface.

b. Figure 9-1 on page 432 displays the error or message dialog box that appears when running in Safe Mode.

6. Enable Boot Logging

a. When Boot Logging is Enabled, events in the startup procedures are logged to a file.  This log file is updated in sequence as these events occur.  All events are logged to the file.  Thus upon examination, it is easy to pinpoint where a failed startup may have gone awry.

7. Enable VGA Mode

a. As with Windows NT 4.0, the Enable VGA Mode starts Windows 2000 using the basic video driver.  This video driver is standard, non-complex and is most likely viewable on all SVGA and VGA video adaptors as well as any VGA monitors.  This setting gives the administrator the opportunity to troubleshoot faulty video cards such as 3D cards, non-Windows 2000 compliant graphic drivers and other types of advanced video settings.  

b. When Enable VGA mode is used, the monitor will display in16 colors with a 640×480 screen resolution.

8. Last known Good Configuration

a. This mode starts the system using the configuration that was saved in the registry prior to the last system shut down.  This utility will always allow an administrator to restart the system using the registry settings from a known good configuration.  If an administrator should happen to install a video card that is non-compliant or a network card that causes the system to hang or impede performance, it is possible to start the last known good configuration and return to the system’s previous setting.  One major drawback is that any drivers previously installed and functioning were removed during the installation of the new device.  There is no recovery with this option.  The functioning drivers, having been deleted or corrupted by the replacement drivers, will not be restored.  Only the registry settings pointing to those drivers will be restored with the last known good configuration settings.

9. Directory Services Restore Mode

a. Available on Windows 2000 Server Domain Controller only.  Used to restore the SYSVOL directory and Active Directory on the domain controller.  

10. Debugging Mode

a. Debugging mode is the most advanced startup option of all.  With this mode initiated, the problematic computer should be connected to a second computer via serial cable. Also known as Null Modem Cable, which allow communication between serial ports from one PC to another.  A slow means of communication, but they can be initiated from a DOS prompt if needed.  Debug information is then sent to the ailing computer.  People associated with software development projects most often use this mode.

C. Recovery Console

The Recovery Console is a new command line interpreter program feature in Windows 2000.  This program can perform the following tasks.

· Start a Windows 2000 computer that is having startup problems.

· Get limited access to local NTFS, FAT32, and FAT16 partitions and replace damaged files.

· Repair the master boot record in case it is corrupted.

· Format partitions.

· Start and stop system services drivers.

1. The Recovery Console is a secure process that allows only authorized users.  The Recovery Console can either be started from a local hard drive or from the Windows 2000 CD-ROM.

2. It requires approximately 7MB of hard drive space.

3. Refer to Exercise 9-1 on page 436, Installing Recovery Console.

4. Starting the Recovery Console from hard disk

a. When a Recovery Console is installed on a local hard drive, an option is added to the Startup Menu.  This option can be selected during the boot up process wherein the following events will occur.

i. Select Windows 2000 Recovery Console from the menu of operating systems upon boot up.

ii. The Recovery Console displays a command prompt.  If you have more than one version of Windows installed, select the particular operating system you are interested in.

iii. Select the operating system and press Enter.

iv. Recovery Console starts.

5. Starting the Recovery Console from setup media

a. Refer to Exercise 9-2 on page 437 to properly start Recovery Console from setup media.

6. Recovery Console commands

a. Once the Recovery Console has started, you can access the following directories on the NTFS drive:

i. %system root%

ii. %windir% and subfolders of this Windows 2000 installation

iii. %systemroot%/CMDCONS and subfolders

b. Recovery Console also allows access to both CD-ROM and floppy drives.  However, you cannot copy files to the floppy disk unless you use the set command.

c. Logging into a particular installation of Windows 2000 denies access to other local installations.

d. The Recovery Console has environmental variables set by default that can be used and changed by employing the set command.  The syntax for this command is set(variable=value).

e. The “set” command supports the following environmental variables:

i. AllowWildCards

ii. AllowAllPaths

iii. AllowRemovableMedia

iv. NoCopyPrompt

f. As mentioned before, using the set command is required to allow writing to a floppy disk in Recovery Console.  The AllowRemovableMedia parameter of the set command is what enables writing to a floppy disk.

g. Exercise 9-3 on page 440 will allow you to use group policy to enable the set command.

h. Recovery Console is capable of starting and stopping services on a Windows 2000 server.  The enable and disable commands are what are used to perform these functions.  

7. Stopping a service with Recovery Console

a. If it is necessary to disable a service on system start up, you can use the disable command from the Recovery Console prompt using the following syntax: disable service_name.  Upon pressing Enter, the command first displays a previously set Startup type of the service or driver.  After the startup is changed, it is disabled, and displayed as such. 

8. Starting a service with Recovery Console

a. The Enable command can be used to start a service with the following syntax: enable service_name (start_type).
i. (start_type) specifies the startup type of service.  The valid values for this are:

· service_boot_start

· service_system_start

· service_auto_start

· service_demands_start

9. Using Recovery Console to copy files onto NTFS drives

a. Use this to replace corrupted files on FAT16, FAT32, and NTFS partitions of installed drives

b. DOS-style commands typical for file access are used.

i. Attrib

ii. Copy

iii. Del

iv. Dir

v. Cd, md, rd

D. Active Directory data considerations

1. Size of Active Directory database does not affect server performance.

2. Make sure the server you build as a domain controller has enough disk space to hold the AD database.

a. Keep twice the disk space estimated for the database to account for growth.

b. Make a clear estimate of the database’s size.

i. User objects or security principals use 3.6KB.

ii. Non-security principles use 1.1KB. 

iii. Access control entries use 75 bytes.

c. Allocate more space for domain controllers that are also hosting Global Catalogs.

3. Active Directory file structure

a. Active Directory database is stored in NTDS.DIT

b. Determining the size of NTDS.DIT

i. Note the size using Explorer, make any changes, then restart the computer and note the new size.

ii. View the amount of used and free space on the partition.

4. Placement of log files and system files

a. Active Directory data should be on a separate drive from the system root.

b. Active Directory logs should separate from both the Active Directory data and the system root.

II. Backup and recovery systems and user data

A. Windows backup

1. This is a built-in backup and restore utility that has many more features than the original backup tool provided by Windows NT 4.0.

2. The Windows backup utility supports all five types of backup.

a. Normal

b. Copy

c. Differential

d. Incremental

e. Daily

3. Backup strategies 

a. Some things to consider when planning your backup strategies include:

i. What to back up

ii. Who will back up

iii. How often to back up

iv. When to back up

v. What media to use

4. Windows backup allows you to either manually perform backup operations or schedule it to run at a later time in an unattended mode.

B. Using Windows 2000 Backup and Recovery Tools

1. To start from the Start menu use Programs | Accessories | System Tools | Backup.

2. It can also be started from the command prompt by typing ntbackup.exe and pressing Enter.

3. Refer to Figure 9-4 on page 449 to view the Windows 2000 Backup and Recovery Tools dialog box.  The three selections are as follows:

a. Backup Wizard

b. Restore Wizard

c. Emergency Repair Disk

4. Administrators, Backup Operators, and Server Operators have sufficient permissions to properly execute a backup of files that are not their own.  

5. Anyone can backup their own files, regardless of permissions, as well as any files where they have Read, Read and Execute, Modify, or Full Control permissions.

6. Restoring Files can be done by anyone with Write, Modify, or Full Control permissions.

7. Backup Options

a. The Backup Options dialog box is depicted on page 450 in Figure 9-5.


b. The Tab selection options are as follows:

i. General: Contains the default settings for the backup.  The most notable is the “Verify data after backup complete” check box that ensures data integrity after backup.

ii. Restore: Contains data restore settings

iii. Backup Type: Allows the administrator to specify the type of backup.

iv. Backup Log: What backup information should be stored.

v. Exclude Files: Specify file types that should not be backed up.

8. Backup types

a. Normal backup

i. The most common type of backup, also known as a full backup.

ii. Conducts backup on all files regardless of the “Archive” setting in the individual file’s attributes.

iii. Clears archive bit to indicate those files that have been baked up.

iv. Most expensive in terms of time and system resources.

b. Copy backup

i. Simply copies files slated for backup; does not affect other backup strategies such as Incremental or Differential. 

ii. Does not clear archive bit.

c. Differential backup

i. Relatively fast backup that backs up only those files marked for backup

ii. Does not clear archive bit.

A good strategy would be to run a Normal backup on the weekend when the network is not being used, and then run a differential backup on the weekdays.  This will consume less resources, as well as provide a relatively secure backup strategy, making restoration fairly simple.

d. Incremental Backups

i. Used to shorten backup procedures by way of backing up only those files that have changed since the last Normal or Incremental backup.

ii. To restore, you must first restore the last Normal backup, then all Incremental backups prior to the last Normal backup.

iii. Difficult to recover the specific file if the user cannot remember when the file was last saved.

iv. Clears archive bit.

e. Daily Backup

i. Backs up files that were modified that day.

ii. Same restoration difficulties apply to Daily as Incremental.

9. Backup Logs

a. A log file is generated after every successful backup.

i. Describes the events that occurred during the backup.

10. Backup files and folders

a. Backup Wizard

i. After determining what type of back strategy to use, it is necessary to select the files to be backed up.

ii. Refer to Exercise 9-4 on page 454 to run the Backup Wizard.

b. Advanced options

i. Type of backup

ii. How to back up

iii. Media options 

iv. Different from NT 4.0, it is possible to back up to all types of media, including:

· ZIP/Jazz drive

· Tape drive

· CD-ROM 

· Floppy

v. Backup label

11. Backup and restore system state data

a. Equivalent to NT 4.0 registry backup, stores information vital to the functioning of the server, including:

i. System Registry Database

ii. COM+ Class registration database

iii. System startup files

b. May contain other data depending on specific services.

i. Certificate Services database (Certificate Server)

ii. Active Directory services and SYSVOL directory (Domain Controller)

iii. Resource registry checkpoints (Cluster Services)

12. Schedule a Backup

a. Used to perform backups in unattended mode.  Refer to Figure 9-7 on page 458.

13. Restoring Files and Folders from Backup

a. From the backup window, choose Restore Wizard.

b. Select media type.

c. Select files and folders to be restored

d. Set location to be restored to.

14. Restoring Active Directory Services

a. You must have Domain Administrative Rights and the current System State data.

b. Authoritative 

i. Ensures any Active Directory information is replicated to other domain controllers on the network.

ii. Requires the Ntdsutil utility to be executed from the command prompt.

c. Non-Authoritative 

i. Does not force an update of Active Directory services

ii. The default restoration setting

d. Restoring Active Directory.  See Exercise 9-5 on page 460.

