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Chapter 11

Configuring and Troubleshooting Windows 2000 Network Connections

Windows 2000 uses the same integrated set of network services that previous versions of NT provided.  Doing so enhances the ability of Windows 2000 to integrate with other networking systems in an enterprise environment.  There are also some new services that are built into Windows 2000 Server that provide enhanced performance, security, and enterprise connectivity.

I. Installing, Configuring and Troubleshooting Remote Access

A. Introduction

1. The combination of services required to connect to a remote network or to the Internet is:

a. Routing and Remote Access Service (RRAS)

b. Network and Dial-Up Connections

2. RRAS provides the functionality for integrated routing, remote access from multiple computer types, and Virtual Private Network (VPN) connections.

3. Network and dial-up connections provide connectivity between Windows 2000 Server and the Internet, private network, and/or another computer using infrared, a serial cable, or a modem to communicate.

B. Installing and Configuring RRAS

1. Prior to Installing RRAS, it is essential that all communication equipment is installed and configured correctly.

a. Communication Equipment includes

i. Analog Modem

ii. Network Interface Card (NIC)

iii. ISDN modem

iv. COM ports

b. RRAS is actually installed by default, but is not enabled.

c. RRAS Setup Wizard is the best method for initial setup of RRAS.

d. Figure 11-3 on page 523 refers to the Common Configurations dialog box that allows the administrator an easy means of configuring specific connections.

e. There are five common configurations:

i. Internet Connection Server — enables all of the computers on your network to connect to the Internet

ii. Remote Access Server — enables remote computers to dial in to this network

iii. Virtual Private Network (VPN) server — enables remote computers to connect to this network through the Internet

iv. Network Router — enables this network to communicate with other networks

v. Manually Configured Server — starts the server with default settings

f. Refer to Table 11-1 on page 524 for a breakdown of specific services provided.

C. Network Address Translation Option (NAT)

1. Provides private networking for a small office or home network that is connected through a single connection (ADSL, ISDN, modem, etc.).

An added functionality of Windows 2000 Server is the ability to share connections, and create a private network behind a built-in, limited firewall.  This is similar to the functioning of Proxy Server 2.0 for NT 4.0 Server.  The difference is that this is not an added option you must purchase from Microsoft.  This is a built-in, easier to use utility.

2. NAT allows local administrators the ability to segment a network using a local address scheme.  

3. NAT prevents local addresses from being exposed to the Internet while providing all Internet related services to private network clients.

D. Configuring Inbound Dial-Up Connections

1. Windows 2000 views all installed networking equipment as ports and devices.

a. Devices can support single or multiple ports.

b. Multiport devices include Point to Point Tunneling Protocol, and Layer 2 Tunneling Protocol (L2TP)

c. To view installed devices, access the properties using RRAS tool.

2. Point to Point Tunneling Protocol

a. PPTP adds enhanced security for communications over the Internet.

b. PPTP encapsulates IP, IPX, or NetBEUI protocols inside PPP packets.

3. Layer 2 Tunneling Protocol

a. Functionally the equivalent of PPTP

b. Does not require a VPN in order to traverse the Internet

4. Ports

a. A channel of a device that can support single point to point connections is known as a port.

b. Single port devices include modems.

c. An ISDN modem is considered a multiport device.

5. Configuring VPN ports

a. VPN ports can be configured to connect to VPN clients on a network or Internet.

b. Clients can be running Windows 2000, NT, or 95/98.

c. In order to provide security, the client machine must support PPTP.

d. Refer to Figure 11-5 on page 528 for a depiction of the default VPN ports available in Windows 2000 Server.

e. Figure 11-6 on page 529 refers to the ports properties page, which allows you to configure devices used by RRAS.

6. Configuring Modem Ports and Direct Cable Connections

a. Follow the steps on page 530.

7. Configuring Modem-Pooling Equipment

a. The procedure is similar to installing a new modem.

b. Equipment must support RS-232 signaling.

8. Configuring a Non-modem Connection

a. Direct connection

i. Eliminates the need for a network adapter

ii. Is a slow link

iii. Requires an RS-232 based lap-link (Null modem) cable

b. Infrared Connections

i. Refer to the steps shown on page 531.

9. Remote Access Policies

a. A connection can be made available for a single user or all users.

b. A depiction of this dialog box is on page 533 in Figure 11-10.  This is the subsequent dialog box in the RRAS Setup Wizard.

10. Three primary methods for administering remote access permissions:

a. Access by User

i. Table 11-2 on page 534 depicts settings and how they affect the policy for that particular user.

ii. This utility is similar to the Remote Access Administration on Windows NT 4.0 Server.

b. Access by Policy in Windows 2000 Native Mode Domain

i. Can be applied only to a domain that is entirely Windows 2000

ii. Three settings and their associated policies can be viewed on page 535 in Table 11-3.

c. Access by Policy in a Windows 2000 Mixed Mode Domain

i. Access by policy is applied to a network using more than one type of Operating System.

You must delete the remote default access policy known as “Allow access of dial in permission is enabled” in order to effectively apply the remote access policy desired.  Remember if you are attempting to apply the policy on a mixed NT \Windows 2000 network you must apply the “Access by policy in a Windows 2000 Mixed Mode domain” setting.

ii. Refer to Table 11-4 on page 536 to see the settings and associated policies.

d. Exercise 11-1 on page 537 will demonstrate how to create a remote access policy.

e. Refer to flowchart on page 538 in Figure 11-11 for more information on how policies are applied.

i. Take note of the way the calling client is interrogated for specific information regarding user’s connection.  Even after the connection is granted, the user’s specific settings are then checked against a profile.

11. Creating and Configuring a Remote Access Profile 

a. Table 11-5 on page 539 refers to the specific Remote Access Profile Property Settings.

b. Property changes can be made when you select the Edit Policy button in the Remote Access Policy.

c. Refer to page 540 in Figure 11-12 for a depiction of the Edit Dial-in Profile properties page.

E. Configuring Outbound Dial-Up Connections

1. Up until now, all configurations have focused on how to handle incoming calls from clients.

2. Call out devices can be:

a. An analog modem

b. An ISDN modem

c. Modem-pooling devices

d. The X.25 network

3. The steps shown on page 541 describe how to configure a dial-up connection.

If enabling Internet Connection Sharing, your Windows 2000 machine will be forced to use the 192.168.0.1 as the IP address to the local LAN Network Interface Card.  This will preclude that particular device from using DHCP.  However, any subsequent NIC’s can be made to use DHCP.

4. Creating Connections to a VPN

a. A connection using a VPN is also known as a “tunnel.”

b. A VPN allows encapsulated data to pass through a “tunnel” that is on a public network (i.e., the Internet).

c. The steps shown on page 543 describe how to configure a VPN.

d. Encryption Settings for Virtual Private Connection

i. Required encryption

ii. Optional encryption

iii. No encryption allowed

II. Installing, Configuring, and Troubleshooting Network Protocols

Windows 2000 supports multiple protocols in order to be integrated into an enterprise environment.

A. Transmission Control Protocol/Internet Protocol (TCP/IP)

1. TCP/IP is the most widely used protocol for the Internet and is the basis for Windows 2000 Server.

2. Properties that can be configured in Windows 2000:

a. IP address

b. Subnet Mask

c. Default Gateway

d. WINS address

e. DNS address

3. Table 11-6 on page 550 describes the properties in more detail.

4. Configuring TCP/IP Protocol on Windows 2000 Server

a. When configuring the TCP/IP settings, be sure to select the right connection.

Each connection can contain it’s own IP address and settings.  This would most clearly be explained by referring to a machine that is on a network with a NIC and uses a modem to dial up the Internet.  The LAN IP address set on the NIC would be controlled by the LAN administrator or DHCP server on the local network, while the dial up connection to the Web would be managed by the ISP.  Thus, we have two connections with different TCP/IP properties.

b. Use the “Obtain IP address automatically” to set the connection to request DHCP support.

B. Troubleshooting TCP/IP Properties

1. Table 11-7 on page 553 refers to a number of common TCP/IP problems that can be easily identified and remedied. 

C. Internet Packet Exchange (IPX)

1. Protocol used with Novell NetWare networks:

a. Windows 2000 communicates with IPX by using NWLink IPX/SPX/NetBIOS Compatible Transport Protocol .

b. Can be used when there is no need to connect the network to the Web.

c. Provides a simpler means of configuration.

d. Adds connectivity to a Novell NetWare Network.

e. The steps shown on page 555 describe the process of installing NWLink IPX/SPX/NetBIOS Compatible Transport Protocol .

f. Table 11-8 on page 558 depicts some possible IPX/SPX errors. 

D. NetBIOS Enhanced User Interface (NetBEUI)

1. NetBEUI is the protocol typically used with non-routed LAN’s.  

2. NetBEUI is simple to configure and, because of its low overhead, is the protocol of choice for smaller non-routed networks.

NetBEUI is not routable and therefore cannot be easily implemented as the primary protocol on a WAN.

3. Troubleshooting NetBEUI 

a. When a client using only NetBEUI fails, it could be due to the following reasons:

i. A bad NIC

ii. A duplicate computer name

iii. The Destination Computer is on a different network segment

iv. Bad hardware, such as cable, hub switch, etc.

4. Exercise 11-2 on page 559 refers to how to set the protocol Binding Order for a Windows 2000 Server.

III. Installing, Configuring, and Troubleshooting Network Adapters and Drivers

When installing and Configuring a NIC on a Windows 2000 Server, the LAN connection is the only one that is started automatically.

A. Configuring Network Settings

1. Refer to page 561 to view how to configure Network Settings on a Windows 2000 Server.

2. Figure 11-22 on page 562 depicts the tabbed dialog for a specified Network Interface Card.

a. From this dialog, certain properties can be edited:

i. General Settings of the device itself

ii. The Driver settings, such as file name, date of release, and version.

iii. The Resources tab depicts the local resources that the device itself is taking from the system (IRQ, hardware address, etc.).

3. Windows 2000 Optional Networking Components

a. Table 11-10 on page 564 displays the available optional networking components.
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