
CIS 2150 Chapter 12

User Security with Encryption, Policies, and Profiles

I. Encrypt Data on a Hard Disk by Using Encrypting File System (EFS)

A. EFS is used to encrypt data on a Windows 2000 Server NTFS partition for added privacy beyond basic NTFS and share permissions.  

1. EFS is based on public key encryption.

a. It encrypts each file with a randomly generated key.

b. EFS is incorporated into the NTFS File System.

c. EFS works during normal read and write operations 

d. EFS uses CryptoAPI (CAPI) architecture that permits applications to digitally sign or encrypt data while providing security for the user’s private key.

e. To apply EFS use the Folder Properties tab by right-clicking a folder and selecting Properties from the shortcut menu.  Then select the General tab and the Advanced button.  The resulting dialog box is depicted on page 581 in Figure 12-1.

i. Select the “Encrypt contents to secure data” check box.

ii. It is suggested that you encrypt the My Documents folder for each user.  This would then allow personal file security for your network users.

f. Encryption is done through a series of public and private keys.

g. EFS gets its keys from a CA (Certifying Authority).

i. It is possible to receive a third party certificate from a vendor like Verisign.

ii. A local Windows 2000 Server may be configured as a CA and create locally generated certificates.

h. Encrypted Files will be annotated with an “E” when viewed in Windows Explorer.

i. Microsoft recommends that encryption be applied to folders as opposed to individual files.  

Folders do not actually get encrypted, just their contents.  The list of files within a folder will stay visible as well.

j. Refer to Figure 12-2 on page 584 for a view of Windows Explorer depicting the “E” for an encrypted file.

k. Rearranging files and folders can disturb encryption settings.  (Similar to compression and NTFS Security.) 

i. Refer to Table 12-1 on page 583 for a clearer picture of what occurs with EFS when you move files.

ii. Encrypted Files can be copied or moved locally to another NTFS v5 partition and retain their Encryption settings.  The point to remember is that this is a local move to another NTFS v5 partition.  

iii. Encrypted files cannot be compressed, and compressed files cannot be encrypted.

iv. System files cannot be encrypted

v. If a file is moved to a FAT16 or FAT32 partition, the information will be saved in clear text and exposed to all.

vi. Note that in order to move an encrypted file to another computer, you must use the Windows 2000 Backup Tool.  You must also be moving to an NTFS v5 volume.

vii. File Encryption Keys (FEKS) cannot be exported across networks.  Therefore restoration methods must be used.

l. Data Recovery Agent

i. In case a password is lost or a user leaves an organization, it may be required to decrypt information stored in his or her personal folders, which is accomplished using the data recovery agent.

ii. This agent is defined by default the first time EFS is used.

m. Administrators group is defined as the recovery agent group by default.

n. EFS requires that a data recovery policy be set up before EFS can be used.

i. Data recovery can be done using the following two methods:

· The recovery agent restores the encrypted file on a secure computer with its private recovery keys.  The agent decrypts it using the cipher command line and then returns the plain text file to the user.

· The recovery agent goes to the computer with the encrypted file, loads the recovery certificate and private key, and performs the recovery .

B. Encrypting Existing folders gives the option of applying encryption to existing subfolders and files.

1. Figure 12-3 on page 587 depicts the “Confirm Attribute Changes” dialog box.

2. Exercise 12-1 on page 588 shows you how to use EFS to encrypt a file or folder on an NTFS v5 partition.

C. Decrypting Files or Folders

1. Decryption can only be done by the recovery agent or the person who originally encrypted the data.

2. Decrypting the data is done by unchecking the check box in the encryption properties dialog box of the file or folder Properties menu.

D. The Cipher Command

1. The Cipher.exe command can be used to encrypt files and folders right from the command prompt.

2. There are specific switches that are used with the Cipher.exe command.  The most useful are:

a. /E 
Encrypts the specified directories

b. /D 
Decrypts the specified directories

c. /S 
Performs the specified operation on directories. (Cipher /E /S *win* will encrypt all files and folders with “win” in the name and all files within them.)

d. /A 
Sets Encryption/Decryption for all subfolders and files within specified directory. 

II. Implement, Configure, Manage, and Troubleshoot Policies in a Windows 2000 Environment

Policies in Windows 2000 can be configured in many more ways than in NT 4.0.  The added dimensions to policy management in Windows 2000 Server allow much more flexibility and effectiveness in applying policies.

A. Local Policy

1. Stored locally on a member server or Windows 2000 Professional machine.

2. Used to configure policies for users of that machine locally.  

3. Located in the \%systemroot%\system32\grouppolicy folder. 

4. Figure 12-6 on 594 depicts how to set policies using the Policy Setting dialog box.

B. System Policy

1. A throwback to NT 4.0, since most of a System Policy’s functionality has been replaced by Group Policies.

2. There are still situations where a System Policy is valuable

a. System Policy editor is still used to edit registry settings for Win9x and Windows NT 4.0 machines that reside in the domain.

C. Group Policy

1. Used to apply settings to an Active Directory object to control a user’s operating environment.

2. Can be used to set policies across organizational units

3. Table 12-2 on page 594 shows the various types of Group Policies and their descriptions.

4. To implement Group Policy across an Active Directory, you must have a Windows 2000 domain controller installed with at least read and write permissions to the system volume (SysVol).

5. Group Policy can be accessed from the Active Directory Users and Computers, Active Directory Sites and Services, or the MMC.

6. Objects can have more than one policy applied, such as a Group policy and a System Policy, to enforce certain corporate policies or business rules. 

7. Policy Management Models

a. Three main group policy management models:

i. Centralized Model

· Consolidated administrative control of group policies.

· Applied at the top level OU.

· Local resources on sub-domains will be decentralized to allow local management.

ii. Decentralized Model

· Appropriate for a delegated management environment.

· All OU administrators get Full Control Permission of GPO.

iii. Task-Based Model

· Used when administrative duties are functionally divided.

· For example, the Network Security related tasks of the policy may be managed by the Network Security department, etc.

8. Group Policy Objects (GPO)

a. A collection of policies can be applied to a single OU, or a domain.

b. Users of a GPO must have a minimum or Read Only permissions on a GPO.

c. Disseminating a GPO should be done with consideration for network resources, as GPO’s can use a lot of network resources in order to replicate.

9. Group Policy Containers

a. Store list and status information indicating weather GPOs are enabled or not.

b. Simplifies management of large groups of users with different needs, thus creating a subgroup of a larger Group Policy Object.

c. Contain version information used for replication.

10. Group Policy Templates

a. Store information for specific GPOs.

b. May be applied to either users or computers.

c. Stored as GPT.ini files.

i. Contain only the version number and the enabled/disabled status.

d. Created using the system policy editor.  Figure 12-9 on page 600 depicts policy editor.

11. Applying Policies

a. Open the Group Policy with Active Directory Users and Computers or Active Directory Sites and Services.

b. Right-click the object on which you wish to set the policy and select Properties.

c. Select the Group Policy tab.

d. Click New and choose Edit to define settings.

e. You may also use the MMC Group Policy snap-in.

12. Policy Inheritance

a. Group Policies have an order of inheritance concerning what policies are to be applied.  The order is as follows:

i. Local Policy

ii. Group Policy

iii. Domain Policy

iv. OU Policy

b. Policies written first are overwritten by policies applied later.

i. Group Policies applied will overwrite the same settings on a local policy that was there before.

13. User Policies Versus Computer Policies

a. The most definitive policy is the user policy, because it can be applied to a an individual that may be suspect or require restrictions over and above the group policy.

b. If there is a conflict between a computer policy and user policy, the user policy will override it.

14. Modifying Group Policy

a. Conduct Exercise 12-2 on page 607 for a look into how to modify a GPO.

D. Using Group Policy for Software Distribution

1. Two types of software deployment

a. Application assignments

i. Used to provide limited software distributions to a desktop

b. Application publications

i. Used to authorize a user or computer to install or uninstall software or software updates from a distribution list.

E. Troubleshooting Local and Group Policies

1. If you can’t modify GPOs or GPOs are not taking affect:

a. Verify that authentication did not fail and that the user did not log on with  cached information.

b. Make sure the user belongs to a domain.

c. Make sure the policy is not being modified by someone else.

d. Check permissions.

e. Check to see that the convergence time has passed and that your changes have been replicated.

f. Check to see if child-level GPOs are blocking policy inheritance.

g. Check to see if a GPO has been disabled.

h. Confirm that the domain controllers are up to date and that there aren’t any parent-level entries in the GPO taking precedence over your new GPO entries.

III. Create and Manage User Profiles

A. Profiles are a collection of data and folders that are used to configure the desktop environment, application settings, and personal data for specified users on a domain.  Profiles allow users a consistent look and feel for their computers as they roam throughout a domain.  

B. Profiles retain settings for network-based applications such as Outlook, IE 5.0, etc.  Thus providing consistent and simple access to network services.

1. Desktop settings include items like:

a. Mapped Drives

b. Wallpaper

c. My Documents

d. Start Menu items

2. Figure 12-17 on page 610 depicts the dialog box that is used to set the Profile Properties path for a specific user.

C. Three types of user profiles:

1. Local Profiles

a. Stored on a local computer

b. Created automatically the first time a user logs on locally

c. Used when users only log on to a specific computer

2. Non-mandatory Roaming Profiles

a. Stored on a network server

b. Accessible from any computer on the network

c. Creates a copy on the local computer and replicates changes during the next logon

3. Mandatory Roaming Profiles

a. Mandatory Roaming Profiles are roaming profiles that cannot be changed by the user.

b. Mandatory Roaming Profiles are used to simplify the management of desktop settings while specific users and groups are logged on.

c. Changes made to the desktop environment will be removed once the user logs off; original profile settings will be returned when the user logs back on.

D. Setting Profile Properties

1. When a user logs in for the first time, a profile matching his or her username is created in the path specified in the user properties.  

2. The profile then needs to be managed from the System Properties dialog box on the domain controller.   

a. This can be reached by right-clicking the My Computer icon and selecting Properties form the shortcut menu.  

b. The user then must select the User Profiles tab at the top of the dialog box.

c. This is depicted in Figure 12-18 on page 614.

d. Once the Change Type button is selected the same dialog box that is displayed in Figure 12-19 appears requesting information about the type of profile desired.

3. Refer to Exercise 12-3 on page 616 to learn how to create a Customized Roaming User Profile.


