University of Pittsburgh: School of Information Science and Telecommunications


Lab: 802.11 LANs network coverage and connections.
Part I: Objective

With this lab you should to able to understand how to detect 802.11 LANs, identify vulnerable networks, and find coverage of 802.11 networks.
Part II: Equipment List

Systems:
Compaq iPAQ H3800 Pocket PC



Compaq Expansion Pack for the Wavelan Wireless Card


WaveLAN 802.11b Silver Wireless Card

Software:
Ministumbler for Pocket PC



Wireless Client Manager

Part III: Background Information

In this lab you would learn procedure by which a wireless device detects 802.11 networks and connects to it. Although all the intricate details of the procedure are not provided in the lab manual basic theoretical foundations are explained. Students are encouraged to read the 802.11b IEEE standard to advance their understanding.

802.11 Networks:

IEEE 802.11 is limited in scope to the Physical (PHY) layer and Medium Access Control (MAC) sublayer. 802.11 networks may be Ad-Hoc networks in which two or more wireless nodes, or stations (STAs), which have recognized each other and have established communications or Extended Service Set (ESS) where an Access Point (AP) to form a bridge between wireless and wired LANs. The Access point is not mobile and is connected to a wired backbone.
Physical layer:

IEEE 802.11 provides two varieties of PHY in the band 2.4 MHz to 2.4835 MHz. Direct Sequence Spread Spectrum (DSSS) and the Frequency Hopping Spread Spectrum (FHSS) are the technologies which have been designed to conform to the FCC regulation for operation in the 2.4GHz band. In FHSS, the frequency of the modulated carrier changes over 79 channels of 1 MHz each. There are in all 22 hopping patterns to choose from. In DSSS the data bit is with a chipping code which spreads the over a band of 20 MHz. At the receiving end even if some of the chipped bits are detected the data bit can be detected on the basis of the average of all chipped bits. Both FHSS and DSSS support 1 or 2 Mbps but DSSS can also support 11 Mbps.

MAC layer:
The basic access method for 802.11 is the Distributed Coordination Function (DCF) which uses Carrier Sense Multiple Access / Collision Avoidance (CSMA / CA). This requires each station to listen for other users. If the channel is idle, the station may transmit. However if it is busy, each station waits until transmission stops, and then enters into a random back off procedure. This prevents multiple stations from seizing the medium immediately after completion of the preceding transmission. Packet reception is acknowledged by the receiving station

The method described above relies on the Physical Carrier Sense. The underlying assumption is that every station can “hear” all other stations. This is not always the case. Referring to figure below, the AP is within range of the STA-A, but STA-B is out of range. STA-B would not be able to detect transmissions from STA-A, and the probability of collision is greatly increased. This is known as the Hidden Node.
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To combat this problem, a second carrier sense mechanism is available. Virtual Carrier Sense enables a station to reserve the medium for a specified period of time through the use of RTS/CTS frames. In the case described above, STA-A sends an RTS frame to the AP. The RTS will not be heard by STA-B. The RTS frame contains a duration/ID field which specifies the period of time for which the medium is reserved for a subsequent transmission. Upon receipt of the RTS, the AP responds with a CTS frame, which also contains a duration/ID field specifying the period of time for which the medium is reserved. Thus, collision is avoided even though some nodes are hidden from other stations. The RTS/CTS procedure is invoked according to a user specified parameter. It can be used always, never, or for packets which exceed an arbitrarily defined length.

802.11 MAC Layer Functions

The following summarizes primary 802.11 MAC functions, especially as they relate to infrastructure wireless LANs:

· Scanning: The 802.11 standard defines passive and active scanning methods by which station scans individual channels to find searches for access points. In passive scanning the station scans individual channels to find the best access point signal.  The access points periodically broadcasts a beacon, and the station receives these beacons while scanning and takes note of the corresponding signal strengths. The beacons contain information about the access point, including service set identifier (SSID), supported data rates, etc. The station can use this information along with the signal strength to compare access points and decide upon which one to use. Passive scanning is mandatory.
In active scanning the station initiates the process by broadcasting a probe frame and all access points within range respond with a probe response. Active scanning enables a station to receive immediate response from access points, without waiting for a beacon transmission. The issue, however, is that active scanning imposes additional overhead on the network because of the transmission of probe and corresponding response frames.

· Authentication: Authentication is the process of proving identity, and the 802.11 standard specifies two forms: Open system authentication and shared key authentication. Open system authentication is mandatory, and it's a two step process. A station first initiates the process by sending an authentication request frame to the access point. The access point replies with an authentication response frame containing approval or disapproval of authentication indicated in the Status Code field in the frame body. 

Shared key authentication is an optional four step process that bases authentication on whether the authenticating device has the correct WEP (wired equivalent privacy) key. The station starts by sending an authentication request frame to the access point. The access point then places challenge text into the frame body of a response frame and sends it to the station. The station uses its WEP key to encrypt the challenge text and then sends it back to the access point in another authentication frame. The access point decrypts the challenge text and compares it to the initial text. If the text is equivalent, then the access point assumes that the station has the correct key. The access point finishes the sequence by sending an authentication frame to the station with the approval or disapproval. 

· Association: Once authenticated, the station must associate with the access point before sending data frames. Association is necessary to synchronize the station and access point with important information, such as supported data rates. The station initiates the association by sending an association request frame containing elements such as SSID and supported data rates. The access point responds by sending an association response frame containing an association ID along with other information regarding the access point. Once the radio NIC and access point complete the association process, they can send data frames to each other. 

· WEP: With the optional WEP enabled, the wireless NIC will encrypt the body (not header) of each frame before transmission using a common key, and the receiving station will decrypt the frame upon receipt using the common key. The 802.11 standard specifies a 40-bit key and no key distribution method, which makes 802.11 wireless LANs vulnerable to eavesdroppers.
· Power Save Mode: The optional station that a user can turn on or off enables the station to conserve battery power when there is no need to send data. With power save mode on, the station indicates its desire to enter "sleep" state to the access point via a status bit located in the header of each frame. The access point takes note of each station wishing to enter power save mode, and buffers packets corresponding to the sleeping station. 

In order to still receive data frames, the sleeping station must wake up periodically (at the right time) to receive regular beacon transmissions coming from the access point. These beacons identify whether sleeping stations have frames buffered at the access point and waiting for delivery to their respective destinations. The stations having awaiting frames will request them from the access point. After receiving the frames, the station can go back to sleep.

· Fragmentation: The optional fragmentation function enables an 802.11 station to divide data packets into smaller frames. This is done to avoid needing to retransmit large frames in the presence of RF interference. The bits errors resulting from RF interference are likely to affect a single frame, and it requires less overhead to retransmit a smaller frame rather than a larger one. As with RTS/CTS, users can generally set a maximum frame length threshold whereby the station will activate fragmentation. If the frame size is larger than the threshold, the station will break the packet into multiple frames, with each frame no larger than the threshold value. 
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2. “IEEE 802.11 Tutorial” by Jim Zyren and Al Petrick

3. WLANA The Learning Zone for Wireless Networking at http://www.wlana.org/learn/80211.htm. 
Part IV: MiniStumbler
MiniStumbler is a PocketPC utility for 802.11b based wireless network auditing. Security of wireless networks is widely overlooked. Ministumbler lets you detect both secure and insecure wireless networks. For more information on MiniStumbler check out netstumbler.com. 
PART A: Identifying 802.11 networks

The aim here is to detect 802.11 networks in and around Oakland region. You are required to select a route within the following limits:
North: Alleuippa street and Center Ave till it crosses N. Bellefield 
East: N. Bellefield
South: Boulevard of Allies
West: Magee-Womens Hospital, Robinson street

Things to do before going to the route:

1. To mark the points where 802.11 networks were detect you will need a map. You can get the maps from http://www.mapquest.com or http://maps.yahoo.com. Create a presentable map of the region you plan to cover. You may need to use paint/photoshop for editing or take two printouts to cover the route. The minimum requirements for your route is that it should atleast be 400m in length from the start to the end point or you detect atleast 10 802.11 networks. 
2. Once you have the maps ready you need to take the Compaq iPAQ PocketPC and attach the expansion pack to it

3. Now plug the Orinoco Card into the expansion pad. The card should be automatically detected. 

4. Check that the battery is charged by clicking start->settings. Then click on system tab. Click on power and it will display the battery power left. I suggest you make sure that the battery is charged atleast till 80% before you move.

5. Click Start->Programs->MiniStumbler to check that the software is installed.

Now that you are ready you may go to the selected route and do the following:
1. Start Ministumbler and start moving along the route 

2. Click File->New to start a new session.
3. Click File->Save As and Name it with your initials (ex: sah_1) then click ok

4. Click File and make sure enable scan is checked. If it’s not then click on enable scan and it will be enabled.

5. Mark a number on the map for the access points detected and fill table 1 with values related to the access point

6. Keep moving on the route and mark a new number for every new access point and fill table 1

Table 1: Access Points

	Number
	MAC
	SSID
	WEP
	Remarks

	
	
	
	
	


PART B: Coverage of 802.11 networks:

Next you have to identify two 802.11 networks and study the coverage of these networks. Some networks of interest may be Grok (which means "fully understanding") Technology, Inc., Telerama wireless Internet Access network, and Pittsburgh wireless community. You are free to audit any network of your choice within Pittsburgh limits. (Note: UPitt and CMU networks are not acceptable)
1. You need to select the given location in yahoo maps with zoom level 1.

2. Select printable version and print the map at twice the scale (atleast).

3. It would be helpful if you could roughly mark the landmarks around the location near the 802.11 network of interest on the map.

4. Draw five appropriate line going away from the center of the 802.11 network. 
5. Click File->New to start a new session.

6. Click File->Save As and Name it with your initials (ex: sah_2) then click ok

7. Move on these lines and mark points where maximum signal level is approximately 10 and 4 db for each direction 
8. Collect 3 Sets for each direction for every 802.11 network

9. Fill Table 2 with appropriate values

Table 2: 802.11 Coverage

	Number
	MAC
	SNR

	
	
	

	
	
	


Part V: Questions
Give brief answers to the following questions:

· Compare the merits/demerits of DSSS and FHSS networks

· What was the average distance between the networks you detected for Part A (Maps are to the scale. You can use a scale to measure the distance)?

· List the Secure networks that you detected on the route

· What is the average number of access point per network?

· How can you increase the chances of detecting an 802.11 network/access point?

· What is the area of coverage for each network audited?

· List the coverage area per access point for each network (Assume 4 dB points to be the end of network)
· Assuming that average value of coverage area per access point is enough to decide the 802.11 network span, estimate the number of access point required to cover university of Pittsburgh Campus.
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