Windows NT Workstation Exam Notes

Chapter 1 – Planning and Implementation

Creating Unattended Installation Files

One way that planning assists in rolling out Windows NT Workstation is in the creation and implementation of an unattended installation of the Windows NT Workstation operating system. This keeps the team doing the rollout from having to visit every computer to install the operating system manually either from a CD or from a shared network installation point. 

Files Used for Unattended Installation

In a relatively small environment (less than 50 machines) manually installing Windows NT Workstation might be an option. Any bigger than that and you are better off developing an unattended installation plan for rolling out Windows NT. Depending on the size of an environment (number of workstations to install), using an unattended installation could save significant time in the big scheme of things. 

Although doing an unattended installation can take more time “up front,” it is time well spent if it decreases the total time of the migration process. Some of the files and tools related to this unattended installation process are the following:

· Unattended answer file (Unattend.txt) – Used for unattended installations to handle the routine questions that NT asks during the installation.  It provides answers to the user prompts during the setup. It can be used for hardware or system settings.

· Uniqueness database file (UDF) – to handle the not-so-routine questions about individual users or computers

· Sysdiff – a utility that takes snapshots of the machine after the installation of the operating system, but before the installation of the applications. Then all applications are installed and configured, & SYSDIFF is run again – this time in difference mode where it records the difference that occurred between the original installation and the current state of the computer. This information is saved to difference files. SYSDIFF can then be used to apply those same changes to another machine and to create an INF file to further automate the installation. An INF file created from the difference file contains only the Registry and the initialization file directives. It is, therefore, significantly smaller than the difference file itself.

An unattended installation gives a network administrator the ability to both customize and automate the installation of Windows NT as follows:

Customize—User or organization-specific information can be tailored to a particular installation by using a combination of unattended answer files and uniqueness database files.

Automate—Using an unattended answer file and a uniqueness database file enables the administrator to perform a “hands free” installation of Windows NT.

Planning

It is usually easier to manage a system where most permissions are managed through groups rather than through individual assignments.

Network Applications

Applications and data should not be placed on the same volume (partition) as the operating system and boot files.

Other things to be aware of:

· Make any permission assignments before you share the resource

· Make executable files read-only for all users

· Create and share a common applications folder, and within that folder, create a folder for each application.  This allows you to set permissions on the upper folder that can be applied to each of the lower folders automatically.

· If licensing issues require it you can then remove permissions from selected lower-level application folders on a case-by-case basis.

· Remember to assign the Administrators group full control to the application directory, and remove the full control permission from the from the everyone group

· Remember to assign the change permission to whoever will be responsible for maintaining each application.

Network Data Folders

· Assign permissions before you share the resource

· Analyze the type of access the users will need – if they need to edit the data, make sure they have that permission

File Systems and situations

· NTFS – New Technology File System

· FAT – File Allocation Table

· HPFS – High Performance File System

· CDFS – CD-ROM File System (not covered in this chapter)

NTFS

The files system specifically designed to be used on a Windows NT based computer.  

Key features:

· File an directory level security

· Support of larger file and partition sizes (theoretically 16 exabytes, functionally the limit is 2 terabytes)

· Support for file compression

· A recoverable file system

· Bad cluster re-mapping

· Support for macintosh files

· Support for posix.1 compliant software

· Reduced file fragmentation

Drawbacks :

It has a fairly high overhead  (about 50 MB) floppy disks cannot by formatted with NTFS, also NTFS does not support removable media. When using removable media formatted with NTFS, you  must restart the computer to change disks.

FAT

· Names can be up to 255 characters including the full path

· Names must start with a letter or number 

· They can include any characters except for ^[];:=,*?

· They can include multiple spaces,and multiple periods

· They can preserve case but are not case sensitive

HPFS

You cannot create or manage an HPFS partition on NT4, you can still mount it which comes in handy during an upgrade.  It is the native file system of OS2

Key features:

· Long filenames are supported up to 254 characters 

· Names retain case but are not case sensitive

· All characters except for      ? ” ^ * | :

· HPFS does not create a “short” DOS name for each file

· HPFS partitions cannot be protected by local file or directory-level security

· Performance might suffer on drives larger than 400 MB 

When can the HPFS files system be used?  HPFS might be used during the migration from OS2 to NT.

Security

FAT does not provide local or file level security.  Anyone who successfully logs in at a computer can access any files stored on a FAT partition.  Share security still applies at the directory level. The only real benefit of FAT over NTFS is that the FAT partition can be accessed by DOS.

NTFS provides security at the local file and directory level.  

